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METHOD AND SYSTEM FOR RETRIEVING
INFORMATION FROM WIRELESS SENSOR
NODES

REFERENCE TO GOVERNMENT RIGHTS

This invention was made with U.S. government support
awarded by the following agencies: NSF 0431088. The U.S.
government has certain rights in this invention.

FIELD OF THE INVENTION

The subject of the disclosure relates generally to wireless
sensor networking. More specifically, the disclosure relates to
a method and a system of retrieving information from a net-
work or ensemble of wireless sensor nodes.

BACKGROUND OF THE INVENTION

Wireless sensor networking is an emerging technology that
promises an unprecedented ability to monitor the physical
environment using a network of relatively inexpensive sensor
nodes that can sense the physical environment in a variety of
modalities including temperature, pressure, chemical con-
centration, motion, etc. Sensor networks may consist of a
large number of sensor nodes with communication, sensing,
and computation capabilities. Because the wireless sensor
nodes are typically battery powered, the sensor nodes may be
severely constrained relative to their energy supply. Existing
approaches to data collection and information extraction
from the wireless sensor nodes rely on in-network processing
that requires information routing and coordination between
sensor nodes. Multiple hops between sensor nodes may be
required to reach a remote destination where the data is to be
processed. Thus, in-network processing of collected data
from the wireless sensor nodes typically requires signifi-
cantly more energy than the sensing or computation process-
ing. Additionally, each sensor node may require additional
computational capability in order to form an ad-hoc network.
As a result, there is a delay associated with receipt of the
information as it propagates through the network from node-
to-node and potentially additional energy consumption
requirements as sensor nodes propagate the information
sensed by other sensor nodes.

The location of the phenomena being sensed may be criti-
cal to many sensor network applications as well. As a result,
the data transmitted between sensor nodes in typical sensor
networks includes the location of the originating sensor node.
The absolute location of the sensor node may not be known,
however, necessitating use of a positioning technology such
as inclusion of a global positioning system (GPS) receiver at
each sensor node. GPS receivers are vulnerable to jamming
and to attenuation. Additionally, the inclusion of a GPS
receiver at each sensor node increases the cost of each sensor
node. Thus, what is needed is a system that supports infor-
mation retrieval from the sensor nodes in a more cost effective
manner. What is additionally needed is a system that supports
receipt of the sensed data with reduced latency and with
improved energy efficiency.

SUMMARY OF THE INVENTION

An exemplary embodiment provides a system and a
method for supporting data retrieval from a plurality of sensor
nodes-with improved energy efficiency, reduced latency, and
reduced cost. The system utilizes an data retrieval device that
queries a plurality of sensor nodes to obtain the sensed data in

20

25

30

35

40

45

50

55

60

65

2

arapid and energy-efficient manner. The sensor nodes require
only limited computational capability. In an exemplary
embodiment, the data retrieval device includes the necessary
computational capability and an antenna array for receiving
signals from the plurality of sensor nodes. The data retrieval
device transmits a wideband signal in the direction of the
plurality of sensor nodes. In response, the plurality of sensor
nodes send a signal in the direction of the data retrieval device
that includes the sensed data. The plurality of sensor nodes act
as active scatterers producing a multipath response to the
wideband signal transmitted from the data retrieval device.
The multipath signals received at the data retrieval device
include the sensed data transmitted from the plurality of sen-
sor nodes. The multipath signals may be resolved spatially in
angle and/or in range and based on Doppler frequency, if the
sensor nodes and/or the data retrieval device are moving. The
transmitted signals from the sensor nodes also may be
encoded to further enable distinguishing the return signal
from different sensor nodes.

The system includes, but is not limited to, a plurality of
wireless sensor nodes and a data retrieval device. The plural-
ity of wireless sensor nodes include a transceiver receiving a
first signal and transmitting a second signal. The second sig-
nal includes a sensed datum identified at the plurality of
wireless sensor nodes. The data retrieval device includes a
plurality of antennas transmitting the first signal toward the
plurality of wireless sensor nodes and receiving the second
signal from the plurality of wireless sensor nodes, and a
processor coupled to receive the received second signal from
the plurality of antennas, the processor defining a virtual
receive signal from the received second signal for the plural-
ity of antennas and processing the defined virtual receive
signal to determine the identified sensed datum.

Another exemplary embodiment of the invention com-
prises a method of retrieving data from a plurality of wireless
sensor nodes. The method includes, but is not limited to,
transmitting a first signal from a plurality of antennas toward
aplurality of wireless sensor nodes, receiving a second signal
from the plurality of wireless sensor nodes at the plurality of
antennas, defining a virtual receive signal from the received
second signal for the plurality of antennas, and processing the
defined virtual receive signal to determine a sensed datum.
The sensed datum is identified at the plurality of wireless
sensor nodes and the second signal includes the sensed
datum.

Other principal features and advantages of the invention
will become apparent to those skilled in the art upon review of
the following drawings, the detailed description, and the
appended claims.

BRIEF DESCRIPTION OF THE DRAWINGS

Exemplary embodiments of the invention will hereafter be
described with reference to the accompanying drawings,
wherein like numerals will denote like elements.

FIG. 1 depicts a data retrieval system in accordance with an
exemplary embodiment.

FIG. 2 is a flow diagram illustrating exemplary operations
performed at a data retrieval device in accordance with an
exemplary embodiment.

FIG. 3 is a flow diagram illustrating exemplary operations
performed at a sensor node in accordance with an exemplary
embodiment.

FIG. 4 is a block diagram of the data retrieval device in
accordance with an exemplary embodiment.

FIG. 5 is a block diagram of an exemplary sensor node in
accordance with an exemplary embodiment.
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FIG. 6 is a graph illustrating a probability of error as a
function of signal-to-noise ration assuming independent
transmissions from each sensor node in accordance with an
exemplary embodiment.

FIG. 7 is a graph comparing the theoretical values of the
probability of error with experimentally determined values in
a similar set of experiments as in FIG. 6.

FIG. 8 is a graph illustrating a probability of error as a
function of signal-to-noise ratio assuming independent trans-
missions from each sensor node and use of an interference
suppression in accordance with an exemplary embodiment.

FIG. 9 is a graph illustrating a probability of error as a
function of signal-to-noise ratio assuming identical transmis-
sions from each sensor node in accordance with an exemplary
embodiment.

DETAILED DESCRIPTION OF THE
EXEMPLARY EMBODIMENTS

With reference to FIG. 1, a data retrieval system 20 is
shown. Data retrieval system 20 includes a plurality of sensor
nodes 22 and a data retrieval device 24. The plurality of sensor
nodes 22 may be distributed over a region 26 randomly,
uniformly, non-uniformly, etc. depending at least partially on
the sensing requirements of data retrieval system 20. The
exemplary embodiment of FIG. 1. shows a non-uniform dis-
tribution of the plurality of sensor nodes 22. In the exemplary
embodiment of FIG. 1, data retrieval device 24 includes a
plurality of antenna elements 28 arranged in a uniform linear
array 32. The plurality of antenna elements 28 may be
arranged to form a uniform or non-uniform linear array, a
rectangular array, a circular array, a conformal array, etc. The
problem of detecting and localizing scattering objects using
pulsed signals and antenna arrays is similar to that encoun-
tered in radar systems, such as those used for air traffic con-
trol, military surveillance, imaging of targets, etc. Data
retrieval device 24 is located sufficiently far from region 26
such that far-field assumptions apply. Region 26 can be spa-
tially divided into a plurality of spatial beams 40 and a plu-
rality of time delay rings 42 based on the spatio-temporal
resolution supported by data retrieval device 24.

In an exemplary embodiment, data retrieval device 24
transmits a wideband (spread-spectrum) signaling wave-
forms, s,,(t), from the plurality of antenna elements 28. Each
signaling waveform is of duration T and two-sided bandwidth
W. N=TW>>1 denotes the time-bandwidth product of the
temporal signaling waveforms from each antenna element
and represents the approximate dimension of the temporal
signal space. Thus, the signal space of spatio-temporal inter-
rogation waveforms transmitted by the plurality of antennas
has dimension MN=MTW, where M is the number of anten-
nas of the plurality of antenna elements 28.

In an exemplary embodiment, data retrieval device 24 and
the plurality of sensor nodes 22 are carrier frequency synchro-
nized, but not phase synchronized, and the phase offset
between the plurality of sensor nodes 22 and data retrieval
device 24 stays relatively constant during the signal duration
T. With reference to FIG. 2, exemplary operations performed
at data retrieval device 24 are described. With reference to
FIG. 3, exemplary operations performed at an exemplary
sensor node 30 of the plurality of sensor nodes 22 are
described. Data retrieval device 24 transmits a space-time
signal s(t)=[s,(t), s,(1), . . . , 8, , (0] in an interrogation
packet to initiate data retrieval from the plurality of sensor
nodes 22 in an operation 50. The i” sensor node receives a
superposition of the transmitted space-time signals, in an
operation 80,
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where T, , is the relative time-delay between the i” sensor
node of the plurality of sensor nodes 22 and 1 antenna of the
plurality of antenna elements 28 and ¢, , is the resulting
relative phase offset. T, , is fixed with respect to an antenna 34
in the middle of linear array 32. The noise is assumed to be
negligible because the space-time signal is transmitted with
sufficient power or is repeated a sufficient number of times to
reduce the noise to a negligible amount.

Inthe far-field, and under appropriate choice of W such that
max,, T;,~min, T, ,<<1/W for all i, the differences in the
relative time delays between a sensor node of the plurality of
sensor nodes 22 and a different antenna of the plurality of
antenna elements 28 can be neglected in the signaling wave-
form. Thus, s, (t-, ,)=s,,(t-T,), for all u, where T, denotes the
common delay from the i” sensor node to all antennas in the
plurality of antenna elements 28. The relative phase offsets
¢;,, in x,(t) include a common, random component ¢, and a
deterministic component that is captured by a steering
response vector of linear array 32. In an exemplary embodi-
ment, a one-dimensional uniform linear array having an odd
number of antennas separated by a spacing d between antenna
elements of linear array 32 is used. The steering response
vector for linear array 32 is given by

a(@)=[¢Z™, . 1,...e 2O )
where M=(M-1)/2, and the normalized angle 0 is related to
the physical angle of arrival/departure ¢ as 8=d sin((¢p)/A,
where A is the wavelength of propagation. The steering
response vector of equation (2) represents the relative phases
across the plurality of antenna elements 28 for transmitting/
receiving a beam in the direction 6. Thus, x,(t) can be com-
pactly expressed as

x(O=eT*aT(0,)5(-7y), ®
where 0, denotes the direction of the i sensor node relative to
data retrieval device 24. As an example, a physical angle of
arrival/departure 36 to sensor node 30 is indicated in FIG. 1.
In the exemplary embodiment, d=A/2 spacing, which corre-
sponds to the plurality of sensor nodes 22 projecting a maxi-
mum angular coverage spread of 180 degrees from data
retrieval device 24. A larger spacing d between antennas of
the plurality of antenna elements 28 can be used with a result-
ing smaller angular coverage spread as known to those skilled
in the art.

In an operation 82, the i sensor node identifies a code
included with the received signal. In an operation 84, the i”*
sensor node identifies a sensed datum using a sensing capa-
bility at the i” sensor node. The sensor nodes can sense the
physical environment in a variety of modalities including
temperature, pressure, chemical concentration, motion, etc.
In an operation 86, the i sensor node encodes the identified
datum in a parameter f3, using the identified code. The iden-
tified datum may be an instantaneous value of the sensor at the
node, or may be a sequence of sensor values measured at the
sensor node over a period of time, depending on the rate of
temporal variation in the signal field. The encoding of the
identified datum may be done in a variety of ways, known to
those skilled in the art, to compress the information in the
identified datum. In an operation 88, the i” sensor node
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modulates x,(t) by f;, representing amplitude modulation in
an exemplary embodiment. Other modulation and coding
(across multiple repeated transmissions of x,(t)) methods may
also be used as known to those skilled in the art. In an exem-
plary embodiment, the i” sensor node, in an operation 90,
waits a specified time duration after receiving the transmitted
space-time signals. The specified time duration may be the
same for all ofthe plurality of sensor nodes 22. In an operation
92, the i” sensor node transmits the modulated signal with
energy €. In an exemplary embodiment, the specified time
duration is zero so that transmission of the modulated signal
is instantaneous from each sensor node, and the transmitted
signal from the i” sensor node can be expressed as

&
Y =pi W
6 =B = e a0 - )
0=5 7 i i),

where IB,/=1 and JE[1x,(t)I*]dt=M so that y,(t) has energy e.

Inanoperation 52, data retrieval device 24 receives a vector
signal r(t)=[r,(t), r,(t), . . ., r,,_, (t)]%, which is a superposition
ofall sensor transmissions and, by the principle of reciprocity,
can be expressed as

)

K (5)
0= [ D e a)a @s(e= 1)+ win,
i=1

where T,=2t, denotes the round-trip relative delay in the
response from the i sensor node; w(t) denotes an additive
white Gaussian noise (AWGN) vector process that represents
the noise at the plurality of antenna elements 28; and the
random phase ¢,. Let T, =max,t, and assume that min, t,=0
without loss of generality (WLOG). Using equation (5), the
effective system equation relating the received vector signal
at the plurality of antenna elements 28 to the transmitted

space-time signal s(t) can be expressed as

& 2Tmax
= 7 j(; H{@ )s(t = 7)dr’ +w()
K

H@O =) o - ma®)a ©),

i=1

©

o

where a,=B,, 7% and the MxM matrix H(t) represents the
impulse response for the space-time multipath channel. The
delay spread (spread of the relative delays in the transmis-
sions from the plurality of sensor nodes 22) of the channel is
2%, illustrated by 38 in FIG. 1. The packet signaling dura-
tion T is assumed to be >>2t,, .. The resulting system repre-
sentation shown in equation (6) is independent of the power
used for transmitting the space-time signal s(t) even though it
relates the signal s(t) to the received signal r(t) at the data
retrieval device 24 because, after receiving the transmitted
space-time signals, each sensor node 32 retransmits the signal
with energy e, and the factor VelVM reflects this normaliza-
tion.

The active sensing channel matrix of equation (7) has the
same form as the impulse response of a physical multiple
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6

input, multiple output (MIMO) multipath wireless channel
encountered in wireless transmission and reception with
devices having a plurality of antenna elements. The sensor
data and phases in «, in the sensing channel correspond to the
complex path gains associated with scattering paths in a
MIMO multipath wireless channel. Multiple antenna arrays
are used for transmitting data in wireless communication
systems. For example, multiple antennas may be used at both
the transmitter and at the receiver. Unfortunately, the rela-
tively high dimensional nature of multiple antenna array sys-
tems results in a high computational complexity in practical
systems. For a discussion of a method for modeling a scatter-
ing environment in a multiple antenna wireless communica-
tion system that has multiple transmitter elements and mul-
tiple receiver elements and a scattering environment with
scattering objects located between the transmitter and
receiver elements, see U.S. patent application Ser. No.10/652,
373, entitled a “METHOD AND SYSTEM FOR MODEL-
ING A WIRELESS COMMUNICATION CHANNEL,” filed
Aug. 29, 2003.

The method includes applying fixed virtual signal charac-
teristics to the scattering environment, and generating a chan-
nel matrix that couples the transmitter and receiver elements
based upon the applied fixed virtual signal characteristics
resulting in a unitarily equivalent representation of the physi-
cal sensing/multipath channel matrix. A key property of the
virtual channel representation is that its coefficients represent
a resolution of multipath/sensors in angle, in delay, and in
Doppler, where there is relative motion between the data
retrieval device 24 and each sensor node commensurate with
the signal space parameters M, W, and T, respectively. The
virtual representation in angle corresponds to beamforming
in M fixed virtual directions: ém:m/M, m=-M, ..., M. The
MxM unitary, discrete Fourier transform matrix can be
defined as

1 ®

A= W[a(—M/M), L a-MMD)]

whose columns are the normalized steering vectors for the
virtual angles and which form an orthonormal basis for the
spatial signal space. The virtual spatial matrix H,(t) is uni-
tarily equivalent to H(t) as
H)=4H,(0A s H (D=4 H(1)4* ©)

and the virtual coefficients, representing the coupling
between the m” transmit beam and m'” receive beam are
given by

Hy (', m; 1) = a" (m’ | MYH(Da* m /M) M

K w n (10)
= M; Ofig(ei - M)g(ei - M)

8t —1;) (1D
&~ Hy (m, m; 1)0,,_,¢ (12)
Hyn om0~ MY aig(6 - ot -, (13)

iE€Sgm
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where

9 = sin(7M 6)
80 = Msin(z)

is the Dirichlet sinc function that captures the interaction
between the fixed virtual beams and the true sensor direc-
tions; 8, denotes the kronecker delta function; and
So—{IE{1...,K}:-12M<6,~m/M=2M} denotes the set of
all sensor nodes whose angles lie in the m” spatial resolution
bin of width AB=1/M, centered around the m™” beam. The last
approximation of equation (13) follows from the virtual path
partitioning due to beamforming in the virtual representation.
Thus, the virtual spatial representation partitions the sensors
in angle and is approximately diagonal such that the m?”
diagonal entry contains the superposition of all sensor node
responses that lie within the m” beam of width 1/M. While the
use of spatial basis functions corresponding to beams in fixed
virtual directions are emphasized in the current exemplary
embodiment, other spatial basis functions that form a com-
plete basis for the spatial signal space may also be used.

The sensor responses within each spatial beam of the plu-
rality of spatial beams 40 can be further partitioned by resolv-
ing their delays with resolution At=1/W. Various transmis-
sion methods, e.g. spread spectrum, are capable of resolving
the sensor responses with resolution At=1/W, as known to
those skilled in the art. Let L=[27,,,, W] be the largest nor-
malized delay spread. The diagonal entries of the virtual
spatial matrix can be further decomposed into virtual, uni-
formly spaced delays as

L 14)
Hy(m, m; 1) ~ MZ Hy(m, m, )8t — £/ W)
£=0

K (15)
Hy(m,m, )=MY w;gz(& - %)sinc(W‘T’; "y

i=1
~ M Z w;gz(& - %)sinc(W‘T’; =), {16
ieSo.mNSzp

where sinc(x)=sin(7tx)/mx captures the interaction between
the fixed virtual and true sensor node delays, and S, ~{i:-
VW<t ~1/=15W} is the set of all sensor nodes whose relative
delays lie within an 1? delay resolution bin of the plurality of
time delay rings 42. Thus, the angle-delay virtual represen-
tation partitions the sensor node responses into distinct angle
and time delay resolution bins. The virtual coefficient H,,
(m,m, f) is a superposition of all sensor node responses whose
angles and time delays lie in the intersection of the m” spatial
beam and the 1” delay resolution bin. For a given number of
antennas M and for a given minimum spacing between sensor
nodes, the bandwidth W can be chosen sufficiently large, in
principle, so that there is only one sensor in each angle-delay
resolution bin. In this case, a one-to-one mapping between
i(m, 1) and (m(i), 1(i)) can be defined to associate each sensor
node with aunique angle-delay resolution bin. From equation
(16), data retrieval from the i” sensor node amounts to esti-
mating the corresponding virtual angle-delay coefficient

hy(m,D=H (m,m, D MBigu nYiom.s

Yiom.Dy =e74g2(0,~m/M)sinc( Wt ,~1) iz, 1y a7
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In an operation 54, a virtual receive signal r (t) is defined
from a beamforming matrix A” and the received signal r(t) for
each antenna of the plurality of antenna elements 28 as s(t)=
As (1) and r (t)=A"r(t) where s, (t) and r,(t) are the M-dimen-
sional transmitted and received signals in the virtual spatial
domain (beamspace). s (t) represents the temporal codes
acquired by the sensor nodes in different virtual spatial bins.
These temporal codes can be spread spectrum codes or other
codes that enable delay resolution as known to those skilled in
the art. Using equations (6), (9), and (14), the system equa-
tion, ignoring any delay in re-transmission by the sensor
nodes, that relates the received signal to the transmitted signal
in the beamspace is

s L (18)
0 = 57 D HVOsy T =0/ W) +wr (),
=0

where H, (1) represents the virtual spatial matrix correspond-
ing to the 1” virtual delay and w(t) represents a vector of
independent, temporal AWGN processes with a power spec-
tral density of o°. The m” component of s (t), s (m; t), is a
unit-energy pseudo-random waveform with bandwidth W
and duration T. In an exemplary embodiment, s (m; t) is a
direct-sequence spread spectrum waveform. As a result,

(splm;t—e/ W, s {(m;t=1/W))=d_p. (19)

In an operation 56, each r,(m; t), the m” component of r (1),
is correlated (matched filtered) with a delayed version of
s,(m; t) yielding the sufficient statistics for data retrieval

(20)
@D

Zme = (ry (m; 1), sy(my 1= £/ W)

T+2Tmax
B f (ry (m; )sy(m, t— ¢/ W)dt.
0

Inan 58, each matched filtered or correlator output, z,, , fis
decoded to yield the sensed datum B, . . . B from each sensor
node, where K is the number of sensor nodes of the plurality
of sensor nodes 22. In general, the matched-filter outputs in
equation (21) include the desired response from the sensor
node in the (m, 1)” angle-delay resolution bin as well as
interference from sensors in other resolution bins. Such inter-
ference is virtually eliminated in the ideal situation when each
sensor node is located in the center of an angle-delay resolu-
tion bin. This situation results when (6, T,)=(m/M, /W) for
some mE{-M, ..., M} and t€{0, . . ., L-1}. In this case,
using equation (17), r,(m; t) and z,, ; can be simplified to

s L ¢ (22)
x| ;hv(m, Osylms 1= o]+ wy om0
Zme = N Mée Bimp)Yimo) + Wints 23

where w,, ; are independent and identically distributed (iid)
Gaussian with variance 0. The factor Vi reflects the M-fold
array gain or the beamforming gain in reception associated
with an M-element antenna array.

While different spreading codes can be assigned to differ-
ent spatial sectors, use of the same spread-spectrum wave-
form, q(t) may be transmitted in all spatial beams in an exem-
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plary embodiment. In such an exemplary embodiment, s, (m;
t)=q(t) for all m. Assuming that there is sufficient angle-delay
resolution so that each sensor node lies in a unique angle-
delay resolution bin and there are k<ML angle-delay resolu-
tion bins occupied by transmitting sensor nodes, the matched
filter outputs corresponding to the i”* sensor node can be
uniquely labeled by the mapping z(m(i),1(i))—z, fori=1 ...,
Kk. The matched filter outputs can be expressed as

a=VMe By +VMe ) B+ @4

ki

where V] MeB v, represents the desired signal component from
the i sensor node, f k\N(k,i, k=i; represents the interference due
to the other K-1 sensor nodes located in other resolution bins,

Tk,i=eTHg(O-m()/M)sine (WD), (25)
and \N(ii%(u. The matched filter outputs, {2z, ,,i=1, . . .
K}, corresponding to the K angle-delay resolution bins occu-

pied by sensor nodes, represent the sufficient statistics for
data retrieval at the data retrieval device 24.

Retrieval of independent data streams from sensor nodes is
the most challenging data retrieval task from a communica-
tion viewpoint due to interference between sensor transmis-
sions. This is particularly true when a large number of sensor
nodes are used. Methods for mitigating inter-sensor interfer-
ence are important for energy-efficient operation. The low-
power communication channel from the plurality of sensor
nodes 22 to the data retrieval device 24 is a multiple access
channel and the different sensors are analogous to multiple
users in a communication context simultaneously accessing
the channel. Thus, a range of multi-user detection techniques
including, but not limited to, code division multiple access,
frequency division multiple access, time division multiple
access, global system for mobile communications, general
packet radio services, carrier sense multiple access (CSMA),
CSMA-collision detection (CSMA-CD), orthogonal fre-
quency division multiplexing, Aloha, slotted Aloha, spectrum
portable management application, Bluetooth, IEEE 802.11,
etc. as known to those skilled in the art both now and in the
future can be leveraged in this context.

An interference suppression technique can be imple-
mented based on the idea of linearly constrained minimum
variance (LCMV) filtering that exploits the correlation
between the interference corrupting the matched filter (MF)
output of a desired angle-delay resolution bin and the MF
outputs of the remaining active resolution bins to suppress the
interference in the desired MF output. To achieve this, K
LCMV filters are designed for the active angle-delay resolu-
tion bins that jointly operate on all active MF outputs. The
filters operate on the MF outputs within each transmission
interval. No joint processing is performed across multiple
transmissions in time. Assuming z=[z, . . . z,]” denotes the
vector of MF outputs corresponding to the active angle-delay
bins equation (24) takes the form

z=I'p+w (26)
where I'<[T; J]:[\N(j,i] is the coupling matrix between the k
sensors nodes, B=[f, . .. Bx]” is the vector of sensor data, and
w is a complex AWGN vector with variance o°. The filtered
sufficient statistic %, for the i sensor node is obtained as
#~h¥, =z, and the filter h,,,, is designed to minimize the

i i,op.
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output power (variance) of Z, subject to a linear constraint that
preserves the desired signal from the i” sensor node:

by op=arg minE(1h7z1)s..h T =1, (27)

where I, is the i” column of T'. An optimum filter is given by

R (28)

hi,opr = m,

where R=F[zz”] is the correlation matrix of the active MF
outputs. In essence, the constrained optimization results in
reduction of interference power in the MF output Z,, while
preserving the desired signal from the i” sensor node.

The computation of LCMV filters can be done in a variety
of ways. The data correlation matrix R can be directly esti-
mated by using MF outputs for multiple transmission periods.
The estimation of the coupling matrix, I', which defines the
constraints, is more challenging. One approach is to make
different sensors transmit in disjoint transmission intervals
from which different columns of I" can be estimated. Alter-
natively, finer angle-delay position estimates for the different
sensor nodes can be obtained by oversampling the matched
filtered outputs in angle and delay. An approximation to the
coupling matrix can be obtained via the analytical expres-
sions for y it

With reference to FIG. 4, an exemplary data retrieval
device 24 is shown. Data retrieval device 24 may include
linear array 32, a transmit/receive (T/R) signal processor 100,
a memory 102, a processor 104, and an environment moni-
toring application 106. The output of linear array 32 may be
spread-spectrum signals, short broadband pulses or a signal
synthesized from multiple discrete frequencies, from a fre-
quency swept (chirp) pulse, etc. T/R signal processor 100
forms the transmitted signals s(t) transmitted from each
antenna of the plurality of antenna elements 28. T/R signal
processor 100 also performs some or all of the operations
described with reference to FIG. 2 to determine $=[f3,, . . .,
Bxl%, the vector of encoded, sensed data from each sensor
node of the plurality of sensor nodes 22. Different and addi-
tional components may be utilized by data retrieval device 24.
For example, data retrieval device 24 includes one or more
power source that may be a battery. Data retrieval device 24
may also include, for example, a display to display informa-
tion related to the environment sensed by the plurality of
sensor nodes 22. In an additional embodiment, data retrieval
device 24 may include a remote connection to linear array 32.

T/R signal processor 100 includes a signal generator sup-
plied with clock pulses from a clock. The output of the signal
generator is provided to a power amplifier, the output of
which is provided to a directional coupler. The output of the
directional coupler is provided to a switching system, which
selectively directs the power leading to each antenna of the
plurality of antenna elements. Dedicated power amplifiers for
the plurality of antenna elements 28 may also be used.

Memory 102 stores environment monitoring application
106, in addition to other information. Data retrieval device 24
may have one or more memories 102 that uses the same or a
different memory technology. Memory technologies include,
but are not limited to, random access memory, read only
memory, flash memory, etc. In an alternative embodiment,
memory 102 may be implemented at a different device.

Processor 104 executes instructions that may be written
using one or more programming language, scripting lan-
guage, assembly language, etc. The instructions may be car-
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ried out by a special purpose computer, logic circuits, or
hardware circuits. Thus, processor 104 may be implemented
in hardware, firmware, software, or any combination of these
methods. The term “execution” is the process of running an
application or the carrying out of the operation called for by
an instruction. Processor 44 executes environment monitor-
ing application 106 and/or other instructions. Data retrieval
device 24 may have one or more processors 104 that use the
same or a different processing technology. In an alternative
embodiment, processor 104 may be implemented at a difter-
ent device.

Environment monitoring application 106 is an organized
set of instructions that, when executed, cause data retrieval
device 24 to analyze, display, and/or otherwise process the
vector of sensed data. Environment application specifications
may also be used by dataretrieval device 24 to send additional
control signals to the plurality of sensor nodes 22 to define the
method of encoding the data sensed at the plurality of sensor
nodes. Environment monitoring application 106 may be writ-
ten using one or more programming language, assembly lan-
guage, scripting language, etc. In an alternative embodiment,
environment monitoring application 106 may be executed
and/or stored at a different device.

With reference to FIG. 5, an exemplary sensor node 30 is
shown. Sensor node 30 may include a transceiver 110, a
transmit/receive (1/R) signal processor 112, and a sensor 114.
In an exemplary embodiment, sensor 114 provides a charac-
terization of the local environment at sensor node 30. Envi-
ronmental monitoring may be in any modality made possible
by existing or future sensing technology, including RF spec-
tral characterization data, chemical concentration, tempera-
ture, sound, weather, and/or atmospheric data, etc. T/R signal
processor 112 performs some or all of the operations
described with reference to FIG. 3. T/R signal processor 112
processes x,(t) and forms the signal y,(t) transmitted from
each sensor node of the plurality of sensor nodes 22. Trans-
ceiver 110 transmits y,(t) and receives x,(t). Different and
additional components may be utilized by sensor node 30. For
example, sensor node 30 includes one or more power source
that may be a battery.

Data retrieval system 20 provides for the flexible retrieval
of data from a plurality of sensor nodes 22 with reduced cost,
latency, and energy usage. For illustration of possible usage
environments of data retrieval system 20, two data retrieval
tasks are analyzed. First, a high-rate data retrieval corre-
sponding to distributed, independent sensor measurements is
analyzed, and second, a low-rate data retrieval corresponding
to localized, correlated measurements is analyzed. Both
coherent signal processing and non-coherent signal process-
ing methods at the receiver are considered. In all cases, a
binary transmission from the sensor nodes is assumed for the
sake of simplicity. The bit-error probability, P_, is determined
as a function of the transmit power at each sensor node. In
each configuration, the exact position of the sensor nodes is
fixed, but unknown. Thus, the \N(l. and \N(k,l. are fixed but
unknown.

For the case of distributed, independent sensor measure-
ments and coherent signal processing, the sensor nodes
employ binary phase shift keying (BPSK) modulation,
{B,€{-1, +1}}, and the phases {¢,} are known (or estimated)
at the receiver. For estimation, the phases {¢i} are assumed to
be stable for at least two transmission intervals. Each trans-
mission from a sensor node consists of two packets: a training
packet for phase estimation at data retrieval device 24 fol-
lowed by a data packet. Assuming a perfect phase estimate at
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data retrieval device 24, the phase corrected matched filter
output for the i” sensor node is given by

3= ey, 29

=Mz Bil7 |+ VMe Y Bk, ie +w; 30

ki

=Si+1Li+w, 3D

where S, and I, represent the signal and interference terms,
respectively. Using a Gaussian approximation for the inter-
ference I,, the optimal estimate for the i* sensor transmission
is B, =sign{re(%,)}. The probability of error, P,, is character-
ized by the Signal-to-Interference-and-Noise-Ratio (SINR)
as

(32
oMyl e
a? +M3 |7ki|25 ’
ko

P, =Q(VSINR)=Q \/

where the signal power E[IS,I’]=Mly,|%, the interference
power E[IL,1*]=MZX,_,IY, %€, and o® denotes the variance of
AWGN w,. Without the use of interference suppression tech-
niques, the system is interference limited. As a result, P,
exhibits an error floor at high SINR

Ay, o

P, > Q| =
‘ 2 b’k,;lz
ki

Equation (33) is a function only of the number of sensor nodes
and the sensor node positions. In the ideal case, if the sensor
node positions are exactly aligned with the center of the
angle-delay resolution bins, then yhd k,i =5,_,. In this case,
there is no interference between sensors and P, is given by

(B4

For sensor nodes employing non-coherent signaling,
B,£10,v2}, and the ¢, are assumed unknown at data retrieval
device 24. In this case, the matched filter output in equation
(24) takes the form

Hyz~I+W, (35)

H 2, =S+]+w,, (36)

where S,~V2MeB,y, and [,=VIMeZX,_, .., represent the sig-
nal and interference components, respectively. Approximat-
ing the interference as Gaussian and using standard tech-
niques, the optimal decision takes the form
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plzi| H) > - (2w|2i|] gy (37
pzi| Ho) < )<t

where 0=V2ZMely,l, 0*=2M2 Iy, I*e+0?, and 1, is the modi-
fied Bessel function of type 1 and order 0. Due to monotonic-
ity of I,, the optimum detection rule simplifies to |z,1 ZA. The
optimal threshold Ais a function of y,i and o2, and can be
optimized for a particular sensor node set-up. P, can be char-
acterized by noting that |z, is Rayleigh under H, and Rician
H, as

1 (38)
P.=z[Peo+Pe1]
2
Peo = Pllzil > A| Hoy = e /7 39
40)

Per =Pzl <AH)=F

222
wel=)

where F,, 2(y) is the distribution function of a non-central,
chi-squared random variable with non-centrality parameter x
and 2 degrees of freedom.

In the ideal case, since v,,=9,_,, ¢>=2Me, and 0°=0>, P,
becomes

I 22 1 222 “4D
sty L e
Femgen T 7 zFsz(ﬁ”f)(U ]
Len

which is the P, for on-off signaling with unknown random
phase. The factor M in the non-centrality parameter reflects
the array gain.

With reference to FIG. 6, the P, for independent sensor
measurements is shown for both coherent and non-coherent
signaling. For coherent signaling, a comparison between
ideal coherent processing, non-ideal coherent processing
assuming exact phase information, and non-ideal coherent
processing assuming phase estimation at 0 dB signal-to-noise
ratio (SNR) is shown. For non-coherent signaling, a compari-
son between ideal non-coherent processing and non-ideal
non-coherent processing is shown. The ideal non-coherent
and coherent curves represent benchmarks in which the sen-
sor nodes are located at the center of the angle-delay resolu-
tion bins to minimize interference. All other P, plots corre-
spond to arandom, but fixed position of the plurality of sensor
nodes within their respective angle-deiay resolution bin. The
P, curves reflect the average performance across all sensor
nodes.

A single spread-spectrum waveform was used for all vir-
tual spatial beams: s (m; t)=q(t) for all m, where a length
N=TW=127 pseudo-random binary code is used for q(t). For
coherent reception, the phases {¢,}were assumed to remain
constant over two transmission intervals. Each sensor node
transmits two bits for each information bit: a training bit from
which data retrieval device 24 estimates its relative phase
followed by the information bit. M=[.=11 corresponding to a
total of MLL=121 angle-delay resolution bins were used. The
independent sensor transmissions were from K=11 distinct
angle-delay resolution bins. The transmission bits are iid
across all sensor nodes as well as across time. Thus, a total of
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11 bits were retrieved in each transmission interval. Non-
ideal, non-coherent detection incurs a loss in SNR and also
exhibits a P, floor of ~2x107> at approximately 15 dB due to
interference. Coherent detection performs quite well even in
the presence of interference and assuming a training SNR as
low as 0 dB.

With reference to FIG. 7, the experimental P, curves for a
set-up similar to that in FIG. 6 are compared with the analytic
expressions obtained in equations (32) and (38)-(40). The
agreement is excellent for the ideal coherent and non-coher-
ent curves. The agreement is quite good even for the non-ideal
coherent and non-coherent curves. The deviations can be
attributed to the Gaussian approximation for interference.

With reference to FIG. 8, the P, for high-rate information
retrieval is shown for both coherent and non-coherent signal-
ing with interference suppression when all available angle-
delay resolution bins (MLL=121) are active, and the sensor
nodes send independent bit streams. 121 bits were retrieved in
each transmission interval. The P, for a sensor node near the
center of the region 26 (maximum interference) was exam-
ined. As indicated in FIG. 8, data retrieval system 20 with
interference suppression provides excellent performance and
exhibits no error floors in contrast to those encountered using
MF-based detection and no interference suppression.

For the case of a single localized event sensed by sensor
nodes in multiple adjacent angle-delay resolution bins, the
sensor measurements are assumed to be highly correlated
(i.e., redundant sensing). As a result, an identical bit stream
was assumed to be transmitted from each sensor node, i.e.,
;=P for all i. The common transmitted bit was assumed to be
independent in different transmission intervals.

An optimal decision in this case is based on the sum of
phase-corrected MFoutputs, f,=sign{Re(%,)} where

42)

Zi=gelli =

VMep (ml +Zﬁ,’f”"] i

ki

The corresponding error probability is approximately given
by

43)

I/ S

ZME[E ‘7‘ |7~/k,i|2

i

a?

Thus, a K fold increase in SNR as compared to the case of
independent transmissions is achieved because, instead of
interfering, different sensor nodes contribute to each bit. In
the ideal case, the K sensor node transmissions are essentially
K parallel AWGN channels transmitting the same data and

J2MKe 44
P - Q( 2MKe ]

a?

whichisthe P, fora BPSK signaling system transmitting with
K times the individual sensor power.

For non-coherent processing, the MF outputs for the K
sensor nodes can be simplified to z,~c,+w, where a,=V2Me(
\N(i+2k#i§k,i) represents the effective signal strength. Solving
the joint detection problem for f3, the optimal decision is
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45)

B= sign(Z F ﬁ)

where A? is the optimal threshold that can be optimized for a
given sensor node. configuration. Iz|[H, is approximately
Rayleigh(c°/2), therefore, (2/0)lz,*IH, is approximately
%>, the standard central chi-squared distribution with two
degrees of freedom. Thus,

222 (46)
=1-F - I
xog\ &

where T, 2(x) is the distribution function of a central chi-
squared random variable with 2K degrees of freedom. Under
H,, Iz|[H,~Rice(e,?, 0°/2) which results in

P = P(Z il <22
i

Ho]

2
=0, kil | i~ xhee? o)

where o®>=2, o2, Thus, PQ,IZP(ZZ.IZZ.‘2<7»2IH1 can be defined
in terms of the cdf of the chi-squared distribution. The result-
ing P, is

@7

Compared to the independent transmissions case, the absence
of interference in the K parallel transmissions yields signifi-
cant performance improvements. In the ideal situation, we
have a2=2KMe. Therefore,

pa-tfior (2
0 =51=F2|—
2 A\ o

With reference to FIG. 9, the P, for correlated sensor mea-
surements is shown for both coherent and non-coherent sig-
naling. For coherent signaling, a comparison between ideal
coherent processing, non-ideal coherent processing assuming
exact phase information, and non-ideal coherent processing
assuming phase estimation at 0 dB SNR is shown. For non-
coherent signaling, a comparison between ideal non-coherent
processing and non-ideal non-coherent processing is shown.
The ideal non-coherent and coherent curves represent bench-
marks in which the sensor nodes are located at the center of
the angle-delay resolution bins to minimize interference. All
other P, plots correspond to a random, but fixed position of
the plurality of sensor nodes within their respective angle-
delay resolution bin. The P, curves reflect the average perfor-
mance across all sensor nodes. The sensing configuration
corresponding to correlated (redundant) sensing of a local-
ized event represents identical transmissions from K=12
adjacent bins. Thus, a single bit of information was retrieved
in each transmission period. As expected, this case exhibits a
dramatic improvement in P, as compared to independent

(48)

. 1F 222
27, (4550 o7 |
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transmissions due to a lack of interference. In fact, a SNR gain
proportional to K due to identical transmissions is realized.
Non-ideal detectors (both coherent and non-coherent) per-
form nearly as well as ideal detection (no error floors) and
coherent detection shows approximately a 7 dB gain over
non-coherent detection.

Data retrieval system 20 exploits MTW signal space
dimensions in time, frequency, and space for rapid and
energy-efficient information retrieval from a plurality of sen-
sor nodes 22. In effect, a maximum of ML (L<<TW) channels
can be established for data retrieval by resolving sensor nodes
in angle and delay using angle-delay matched filtering, which
also provides a sensor localization map at a resolution com-
mensurate with M and W.

The numerical results illustrate an inherent rate-reliability
tradeoff. The rate of data retrieval can be increased by sensing
independent distributed events through N _<ML sensing
channels, although at the cost of reliability due to interference
between sensor transmissions. On the other hand, reliability
can be dramatically increased by using all N, channels for
redundant localized sensing at the cost of rate. The use of a
low-complexity LCMV technique at the data retrieval device
24 can significantly enhances the capacity and reliability of
information retrieval.

The foregoing description of exemplary embodiments of
the invention have been presented for purposes of illustration
and of description. It is not intended to be exhaustive or to
limit the invention to the precise form disclosed, and modifi-
cations and variations are possible in light of the above teach-
ings or may be acquired-from practice of the invention. For
example, it is not necessary to resolve a single sensor node in
each angle-delay resolution bin. In fact, multiple correlated
sensor transmissions from within each resolution bin can be
exploited for dramatic reduction in power consumption using
phase-coherent transmissions. Additionally, the sensor node
power consumption can be further reduced by using indepen-
dently coded transmissions from different sensors. The
embodiments were chosen and described in order to explain
the principles of the invention and as practical applications of
the invention to enable one skilled in the art to utilize the
invention in various embodiments and with various modifi-
cations as suited to the particular use contemplated. For
example, other forms of space-time signals may be employed
by the data retrieval device 24 for interrogating and retrieving
information from the plurality of sensor nodes 22. It is
intended that the scope of the invention be defined by the
claims appended hereto and their equivalents.

What is claimed is:
1. A data retrieval device, the data retrieval device com-
prising:

a plurality of antennas configured to transmit a first signal
toward a plurality of wireless sensor nodes and to receive
a second signal from the plurality of wireless sensor
nodes, the second signal including a sensed datum, the
sensed datum identified at the plurality of wireless sen-
sor nodes; and

a processor coupled to receive the second signal from the
plurality of antennas, the processor defining a virtual
receive signal from the received second signal for the
plurality of antennas, wherein defining the virtual
receive signal comprises defining a discrete Fourier
transform matrix whose columns form an orthonormal
basis for a spatial signal space, and further wherein the
discrete Fourier transform matrix columns are normal-
ized steering vectors for virtual angles corresponding to
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beamforming in a plurality of virtual directions, and
processing the defined virtual receive signal to deter-
mine the sensed datum.

2. The data retrieval device of claim 1, further comprising
amemory and an application stored in the memory, the appli-
cation configured to process the determined datum.

3. A method of retrieving data from a plurality of wireless
sensor nodes, the method comprising:

transmitting a first signal from a plurality of antennas

toward a plurality of wireless sensor nodes;

receiving a second signal from the plurality of wireless

sensor nodes at the plurality of antennas, the second
signal including a sensed datum, the sensed datum iden-
tified at the plurality of wireless sensor nodes;

defining a virtual receive signal from the received second

signal for the plurality of antennas, wherein defining the
virtual receive signal comprises defining a discrete Fou-
rier transform matrix whose columns form an orthonor-
mal basis for a spatial signal space, and further wherein
the discrete Fourier transform matrix columns are nor-
malized steering vectors for virtual angles correspond-
ing to beamforming in a plurality of virtual directions;
and

processing the defined virtual receive signal to determine

the sensed datum.

4. The method of claim 3, wherein the first signal is a
wideband, space-time signal.

5. The method of claim 3, wherein the second signal is a
superposition of signals transmitted from the plurality of
wireless sensor nodes.

6. The method of claim 3, wherein the plurality of antennas
form a linear array.

7. The method of claim 3, wherein the sensed datum is
independent for at least two of the plurality of wireless sensor
nodes.

8. The method of claim 3, wherein the sensed datum is
correlated for at least two of the plurality of wireless sensor
nodes.

9. The method of claim 3, wherein defining the virtual
receive signal further comprises defining a virtual spatial
matrix from the discrete Fourier transform matrix.

10. The method of claim 9, wherein the virtual spatial
matrix partitions the plurality of wireless sensor nodes based
on the virtual angles.

11. The method of claim 3, wherein processing the virtual
receive signal includes partitioning the plurality of wireless
sensor nodes based on a time delay.

12. The method of claim 11, wherein the time delay has a
resolution 1/W, where W is the two-sided bandwidth of the
transmitted first signal.

13. The method of claim 3, wherein processing the virtual
receive signal further comprises correlating the filtered vir-
tual receive signal with a time delayed version of the trans-
mitted first signal.

14. The method of claim 13, wherein processing the virtual
receive signal further comprises decoding the correlated vir-
tual receive signal.
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15. The method of claim 3, wherein the transmitted first
signal includes a spreading code.

16. The method of claim 15, wherein a different spreading
code is used to transmit the first signal from at least one of the
plurality of antennas.

17. A data retrieval system, the data retrieval system com-
prising:

a plurality of wireless sensor nodes, the plurality of wire-
less sensor nodes including a transceiver receiving a first
signal and transmitting a second signal, the second sig-
nal including a sensed datum identified at the plurality of
wireless sensor nodes; and

a data retrieval device, the data retrieval device including

a plurality of antennas transmitting the first signal toward
the plurality of wireless sensor nodes and receiving the
second signal from the plurality of wireless sensor
nodes; and

a processor coupled to receive the received second signal
from the plurality of antennas, the processor defining a
virtual receive signal from the received second signal for
the plurality of antennas, wherein defining the virtual
receive signal comprises defining a discrete Fourier
transform matrix whose columns form an orthonormal
basis for a spatial signal space, and further wherein the
discrete Fourier transform matrix columns are normal-
ized steering vectors for virtual angles corresponding to
beamforming in a plurality of virtual directions, and
processing the defined virtual receive signal to deter-
mine the identified sensed datum.

18. The system of claim 17, wherein a wireless sensor node
of'the plurality of wireless sensor nodes includes a sensor, the
sensor determining the sensed datum.

19. The system of claim 18, wherein the wireless sensor
node encodes the determined datum.

20. The system of claim 19, wherein the wireless sensor
node modulates the encoded datum onto a spreading code
forming the second signal.

21. The system of claim 17, wherein a wireless sensor node
of'the plurality of wireless sensor nodes transmits the second
signal after a time delay.

22. The system of claim 17, wherein a wireless sensor node
of'the plurality of wireless sensor nodes transmits the second
signal instantaneously.

23. The system of claim 17, wherein the receive first signal
is a superposition of signals transmitted from the plurality of
antennas of the data retrieval device.

24. The data retrieval device of claim 1, wherein defining
the virtual receive signal further comprises defining a virtual
spatial matrix from the discrete Fourier transform matrix.

25. The data retrieval device of claim 24, wherein the
virtual spatial matrix partitions the plurality of wireless sen-
sor nodes based on the virtual angles.

26. The dataretrieval device of claim 1, wherein processing
the virtual receive signal further comprises correlating the
filtered virtual receive signal with a time delayed version of
the transmitted first signal.

#* #* #* #* #*
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