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1
CLOUD-BASED MIDDLEBOX
MANAGEMENT SYSTEM

STATEMENT REGARDING FEDERALLY
SPONSORED RESEARCH OR DEVELOPMENT

This invention was made with government support under
1050170 awarded by the National Science Foundation. The
government has certain rights in the invention.

CROSS REFERENCE TO RELATED
APPLICATION

BACKGROUND OF THE INVENTION

The present invention relates to cloud-based computing in
which computer resources are provided in a scalable fashion
as virtual machines and in particular to a method of imple-
menting “middlebox” functionality in such cloud-based sys-
tems in a manner consistent with cloud-based computing.

“Middleboxes™ are important components of large com-
puter installations (e.g. data centers) having multiple comput-
ers executing applications such as Web servers, application
servers, file servers or databases or the like (application com-
puters). In this environment, middleboxes provide for net-
work related functions such as the management of security
(e.g., intrusion detection systems (IDS) and firewalls) and the
enhancement of network efficiency (e.g., load balancers,
WAN optimizers, and the like). Most simply, middleboxes
may be directly wired in the path of data to the application
computers with which they are associated. Middleboxes may
be similarly installed by programming network switches used
to control interconnections on the network joining the
middleboxes and application computers.

Cloud computing presents an alternative to a private data
center in which computing resources are flexibly provided on
demand in the form of virtual machines that may, for
example, implement the application computers of conven-
tional computer installations. A cloud application manages
the virtual machines so that users of the cloud can buy addi-
tional virtual machines at periods of high demand and return
those virtual machines when the demand drops. By aggregat-
ing many users, significant economy of scale may be realized
in terms of maintenance of the hardware, provision of physi-
cal resources such as power and cooling, and smoothing of
peak demands.

It is known how to implement middlebox functions on
virtual machines implemented in a cloud computing system.
Installing such middlebox functions in the cloud, however,
can be difficult because of the fluidity in the relationship
between physical hardware and virtual machines, which may
not be revealed or easily modified by the user. When addi-
tional virtual machines are purchased from the cloud appli-
cation to meet peak demands, there is no simple mechanism
for scaling middlebox virtual machines appropriately.

SUMMARY OF THE INVENTION

The present invention provides for a virtual network virtual
machine (VNVM) that can run on a cloud system to manage
the interconnection between application virtual machines
(AVM) and middlebox virtual machines (MBVM). In differ-
ent embodiments, the VNVM working in the cloud can auto-
matically scale MBVMs efficiently as the number of AVMs
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changes. The VNVM may also control placement of the
MBVMs on particular hardware to optimize network connec-
tions.

Specifically, in one embodiment the present invention
operates in a computing system having a plurality of network
connected computers implementing virtual machines and
controlled by a cloud application that dynamically allocates
virtual machines to different enterprises and monitors costs of
the virtual machines against an account for each enterprise. At
least one enterprise may include application virtual machines
executing software to implement an application for the enter-
prise and middlebox virtual machines executing software
enforcing rules related to transport of data between applica-
tion virtual machines. The invention provides at least one
virtual network virtual machine executing software to
dynamically control a virtual network interconnecting the
application virtual machines and middlebox virtual
machines, the virtual network virtual machine intercommu-
nicating with the application virtual machines and middlebox
virtual machines to control the flow of data therebetween.

It is thus a feature of at least one embodiment of the inven-
tion to create a programmable data plane within a cloud
environment that allows ready connection and reconfigura-
tion of virtual middleboxes.

In one embodiment, the virtual network virtual machine
may control the flow between application virtual machines
and middlebox virtual machines by inter-communicating
with the application virtual machines and middlebox virtual
machines to establish tunnels on the network therebetween.

It is thus a feature of at least one embodiment of the inven-
tion to provide a mechanism for controlling data transport
within a cloud environment without access to the internal
controls of the cloud environment.

The tunnels may be between application virtual machines
and middlebox virtual machines.

It is thus a feature of at least one embodiment of the inven-
tion to provide for a low overhead virtual network managed
by tunnels implemented by each of the virtual machines to
which they connect.

Alternatively the tunnels may be between the virtual net-
work virtual machine and one of the application virtual
machines or middlebox virtual machines.

It is thus a feature of at least one embodiment of the inven-
tion to provide a centralization of communication with the
virtual network virtual machine that allows ready monitoring
of network traffic, for example, in order to scale middleboxes
with increased numbers of application virtual machines.

In this regard the virtual network virtual machine may
further a performance metric of the enterprise by requesting
additional middlebox virtual machines from the cloud appli-
cation according to that monitoring.

It is thus a feature of at least one embodiment of the inven-
tion to allow automatic scaling of middleboxes in a manner
analogous to the scaling that can be provided in a cloud
environment for application computers.

The performance metric may be requests per second
handled by at least one application virtual machine.

It is thus a feature of at least one embodiment of the inven-
tion to provide a performance metric that can be readily
measured in that it does not require intimate understanding of
the particular applications being executed or the middleboxes
being traversed.

The virtual network virtual machine may further monitor a
performance metric of at least one application virtual
machine while changing a number of a middlebox virtual
machines operating in parallel on a path of data flowing to at
least one application virtual machine to determine where to
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increase a number of middlebox virtual machines on the path
to at least one application virtual machine and adding middle-
boxes according to this determination.

It is thus a feature of at least one embodiment of the inven-
tion to provide a mechanism to automatically determine and
correct chokepoints in the communication between middle-
boxes and application computers. By experimentally chang-
ing the number and location of middlebox virtual machines
possible in a cloud environment, detailed understanding of
the effects of such changes need not be characterized.

The virtual network virtual machine may implement a
virtual network to provide a splitting of data directed to mul-
tiple middlebox applications by splitting of data preferen-
tially, assigning new data flows to a new middlebox until
flows to the parallel middleboxes are substantially equal.

It is thus a feature of at least one embodiment of the inven-
tion to rapidly balance data flow between middleboxes that
are dynamically added.

The plurality of network connected computers may be
connected in a hierarchy of sub-networks wherein the virtual
network virtual machine may further communicate with the
cloud application to control placement of the middlebox vir-
tual machines in particular sub-networks according to at least
one of: (a) intended connections of middlebox virtual
machines to associated application virtual machines on the
virtual network so that middlebox virtual machines are close
to associated application virtual machines on the physical
network; (b) a prediction of scaling required by middlebox
virtual machines so that middlebox virtual machines requir-
ing substantial future scaling are separated from other
middlebox virtual machines requiring substantial future scal-
ing; and (c) a ratio of input to output traffic for middlebox
virtual machines so that middlebox virtual machines with a
high ratio are close to virtual machines providing input to the
middlebox virtual machine with a high ratio.

It is thus a feature of at least one embodiment of the inven-
tion to augment the cloud application to control the placement
of'virtual machines within underlying computer hardware for
improved enterprise performance.

The virtual network virtual machine may control place-
ment of the middlebox virtual machines within the sub-net-
works by at least one of: (a) encouraging placement of virtual
machines in the same sub-network by making the virtual
machines the same size; and (b) encouraging placement of
virtual machines in the same sub-network by instantiating
them at the same time.

It is thus a feature of at least one embodiment of the inven-
tion to provide a strategy for controlling placement of virtual
machines in underlying computer hardware without access to
the internal configuration of the cloud.

These particular objects and advantages may apply to only
some embodiments falling within the claims and thus do not
define the scope of the invention.

BRIEF DESCRIPTION OF THE FIGURES

FIG. 1 is a simplified representation of an installation of
network servers on multiple racks communicating through
hierarchical sub-networks with the Internet such as may pro-
vide a set of virtual machines organized in enterprise each
providing virtual processing and memory capabilities as
managed by a cloud application in real time;

FIG. 2 is a block diagram of a simplified server topology
including multiple middleboxes and servers such as may be
implemented by virtual machines;

FIG. 3 is a block diagram similar to FIG. 2 showing a
virtual network virtual machine of the present invention con-
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trolling an interconnection of virtual machines to implement
the topology of FIG. 2 by direct tunneling;

FIG. 4 is a block diagram similar to FIG. 3 showing an
alternative tunneling system that provides centralized perfor-
mance metrics to the virtual network virtual machine by
indirect tunneling;

FIG. 5 is a block diagram showing an alternative method of
controlling interconnection of virtual machines by program-
mable switches typically accessible only by the cloud pro-
vider;

FIG. 6 is a logical diagram showing interconnected virtual
machines implementing middlebox and application function-
ality showing a method employable by the virtual network
virtual machine of the present invention to scale middlebox
virtual machines dynamically;

FIG. 7 is a logical representation of the implementation of
a set of virtual machines associated with server racks and
showing a method of implementing new virtual machines in
particular racks to improve enterprise functions; and

FIGS. 8 and 9 are simplified logical representations of
middleboxes as distributed among racks showing inter-rack
communication with different traffic splitting techniques.

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENT

Referring now to FIG. 1, a cloud computing facility 10 may
provide for a set of server racks 12 each holding multiple
servers 14 intercommunicating on a rack network 16, for
example, managed by network switch 18 and being a sub-
network of network 17. The cloud computer facility may, for
example, provide “Infrastructure as a Service” (laas) func-
tionality. As is generally understood in the art, each of the
servers 14 provide a high-speed electronic computer includ-
ing a processor having one or more cores, a memory system
including RAM and disk or other memory, and a network card
for interconnecting to the network 16.

Multiple racks 12 may intercommunicate on inter-rack
network 20 being a sub-network of network 17 managed, for
example, by switch 22. Further, multiple sets of racks 12 may
communicate on a facility network 24 being a higher sub-
network of network 17 managed by backbone switch 26, for
example, communicating with the Internet 28 or the like.
Placement of the racks 12 in close proximity allows sharing of
infrastructure such as electrical service, cooling maintenance
and the like.

The servers 14 may implement a set of virtual machines 30,
for example, using well-known virtualization programs such
as VM Ware commercially available from VMWARE, Inc. of
Palo Alto, Calif. As is understood in the art, each of the virtual
machines 30 provides a virtual processor 32 that may com-
municate with a memory space 34 unique to the virtual
machine 30 and one or more virtual network ports 38 allow-
ing the virtual machine 30 to communicate with the Internet
28. The memory space 34 for each virtual machine 30 may
hold one or more programs 36 unique to that virtual machine
30 executed by the virtual processor 32.

Generally, the virtual machines 30 may be collected
together in enterprise 40 associated with a particular user
(cloud tenant) contracting to obtain services provided by the
virtual machines 30. A cloud application 42 typically imple-
mented by one or more servers 14 provides management of
the virtual machines 30 of enterprise 40 and, in particular,
allows for the purchase of additional virtual machines 30' by
an enterprise 40 to meet fluctuating demand. As additional
virtual machines 30' are purchased or released, the cloud
application 42 maintains a charge ledger 44 to charge the
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enterprise appropriately for the additional resources repre-
sented by the virtual machines 30.

Referring now to FIG. 2, an example enterprise 40 may
include one or more application machines 52 communicating
with the one or more middleboxes 54 positioned to receive
data passing between the application machines 52 and the
Internet 28. The middleboxes 54 may include load-balancing
middlebox 54a receiving data from a wide area network
(WAN) optimizer middlebox 545 connected to the Internet
28. The WAN optimizer middlebox 545 may mirror data to
one or more intrusion detection systems (IDS) middleboxes
54¢ by means of distribution point 76 which distributes all
data it receives to all elements following that point 76. Gen-
erally the distribution points 76 may be either a mirror (as
shown in FIG. 2) or may divide data traffic to the downstream
elements as will be described below. Generally there need be
no specific virtual machine 30 for a distribution point 76 but
rather they may be implemented in the upstream and/or
downstream elements. These middleboxes 54 may be con-
nected by a network 58 having a topology represented by the
lines between the elements of the middleboxes 54, the appli-
cation machines 52 and the distribution point 76.

As is generally understood in the art, a WAN optimizer
middlebox 545 may implement a variety of optimization
techniques to increase data transmission efficiencies over the
network 58 to the application machines 52, for example, by
eliminating redundant data transfer, compression of data,
caching and the like. The IDS middlebox 54¢ may monitor
traffic flowing over the network 58 to detect malware or
network intrusions or the like. The load balancer middlebox
54a may distribute requests by users to the various applica-
tion machines 52 while preserving consistent communication
threads with any given user.

Referring now to FIG. 3, each of the middleboxes 54a, 545
and 54¢ and the application machines 52 may be imple-
mented on virtual machines 30 by programs executed by the
virtual machines 30. While generally the cloud computing
facility 10 provides an automatic connection of virtual
machine 30 to the Internet 28, interconnection between vir-
tual machines 30 is not naturally under user control, particu-
larly to the extent that it may interfere with the addition or
subtraction of virtual machines 30 from the enterprise 40 by
the cloud application 42.

In this regard, the present invention provides for an internal
routing of the data between the virtual machines 30 by the use
of'a virtual network virtual machine (VNVM) 70 which may,
in some embodiments, establish tunnels 72 between the vir-
tual machines 30 to enforce the communication topology of
the network 58 shown in FIG. 2. As is understood generally in
the art, tunnels 72 package data intended for transfer between
two virtual machines 30 observing a first protocol and
addressing, inside of packets of a possibly different network
protocol and possibly different addressing. In this case, the
VNVM 70 packages the Ethernet traffic to be communicated
between the virtual machines 30 in an UDP tunnel imple-
menting a point-to-point address between the particular vir-
tual machines 30 providing the functions of the middleboxes
54a, 54b, and 54¢ and the application machines 52. The
tunnels 72 thus provide a programmable data plane imple-
menting the network 58.

The VNVM 70 may establish the tunnels using a high-level
script 71 prepared by a user to define the desired topology of
network 58 and executed by a configuration program 73 run-
ning on the VNVM 70. The high-level script 71 may abstract
the topology of network 58 as external nodes, application
machine, middleboxes, selects, and distribution points. Each
of these components is shown generally in FIG. 2 except for
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selects. A select defines a particular path through the network
based on characteristics of the data such as header fields or
data values. A script 71 defining a network 58 follows rules of
all paths beginning and ending with either an external node or
an application machine. Zero or more middlebox elements
may be placed between two endpoints.

In this regard, the VNVM provides a simple configuration
tool and implements the desired network 58 by communicat-
ing with the virtual machines 30 to determine their addresses
and then programming the virtual machines 30 so that the
tunneling protocol may be executed as programs 36 on each
of the virtual machines 30. The connection to the Internet 28
may be assigned to the first middlebox 545 or as shown to the
VNVM 70, this latter approach allowing consistency in the
public IP address used by the enterprise 40 even with changes
in the configuration of the virtual machines 30. In this
embodiment, the tunneling is directly between connected
virtual machines 30 to be implemented in a distributed fash-
ion with relatively low overhead on each virtual machine 30.

Referring now to FIG. 4 in an alternative embodiment,
tunnels may be established between each of the virtual
machines 30 of the enterprise 40 and the VNVM 70 which
receives data directly from the Internet 28. This centralized
approach provides the advantage of allowing the VNVM 70
to monitor traffic and possible traffic bottlenecks which may
be used to dynamically scale the middleboxes as will be
described below.

Each of the above two approaches may be implemented
without the need for particular configuration services to be
offered by the cloud provider with respect to internal routing.
Each of the virtual machines 30 may include program images
provided by the user at the time of the instantiation of the
virtual machines 30 which causes them to expose their actual
addresses to the VNVM 70 for the creation of the necessary
tunneling. Alternatively and referring to FIG. 5, the cloud
provider may provide a configuration service allowing the
interconnecting of the virtual machines 30 providing appli-
cation machines 52 and the middleboxes 54 (and thus imple-
mentation of the topology of network 58) through the use of
a programmable routing switch 75 (implementing switches
18, 22, and 26 described above) each having a routing table
74. In this case the VNVM 70 may implement the network 58
by loading the routing tables 74 with the necessary connec-
tions between virtual machines 30. In yet an additional
embodiment, a combination of tunneling and software switch
routing may be employed to keep from overloading the capa-
bilities of the switches 75 or the virtual machines 30.

Referring now to FIG. 6, one benefit of implementing the
VNVM 70 as a virtual machine 30 within the cloud comput-
ing facility 10 is that it may communicate directly with the
cloud application 42 to instantiate additional virtual machines
30 to implement a scaling of the middleboxes 54 as well as a
scaling of the application machines 52. This automatic scal-
ing of middleboxes 54, however, can present some challenges
with respect to determining what middleboxes 54 to scale.
Because an individual middlebox 54 will typically serve mul-
tiple application machines 52 and respond differently to traf-
fic changes in the application machines 52, a simple matching
of'the scaling of middleboxes 54 and application machines 52
will be inefficient and unnecessarily expensive. Determining
an a priori scaling for each type of middlebox 54, however, is
undesirably complicated and limits the user’s ability to freely
use new and varied middleboxes 54. In addition, chokepoints
in processing may not be caused solely by the absence of
virtual machines 30 for executing middlebox 54 but may
result from network congestion or the like or the unknown
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sharing of underlying hardware of the virtual machines 30.
Accordingly simple scaling of middleboxes 54 may not pro-
duce cost-effective benefits.

Accordingly, as shown in FIG. 6, the present invention in
one embodiment adopts a heuristic approach in which the
VNVM 70 iteratively increases the presence of each particu-
lar middlebox 54 in order to evaluate the effect of that middle-
box 54 on a performance metric of the enterprise 40. For
example, in a simple network 58 providing for the series
connection of middlebox 544, middlebox 545, and middle-
box 54¢, the VNVM 70 may implement a loop in which it
duplicates each middlebox 54 to measure the change in per-
formance metric before deciding whether to keep one or more
duplicates of each middlebox 54 for a longer time period.

For example, middlebox 54a implemented by virtual
machine 30a may be duplicated to provide middlebox 54a
implemented by virtual machine 304 in parallel with virtual
machine 30a. This duplication involves purchase of an addi-
tional virtual machine 305 from the cloud application 42
(shown in FIG. 1). The VNVM 70 then monitors a change in
the performance of the application machine 52 implemented
by virtual machine 30c. In one embodiment, this performance
metric may be requests per second handled by the application
machine 52.

If, with the addition of the middlebox 54a of virtual
machine 305, the metric is improved, that new virtual
machine 3054 is retained. The process then tries to instantiate
yet another new middlebox 54« using a new virtual machine
304 (not shown but in parallel with virtual machines 30a and
305). When no improvement is obtained for any added virtual
machine 30, that virtual machine 30 is then returned or de-
instantiated and the process moves to the next middlebox 545
then 54c¢ to repeat these steps of adding virtual machines 30 in
parallel.

When the last middle box 54c is reached and a decision is
made to discard an added virtual machine 30, the process is
repeated starting again at middle box 54a if any new virtual
machines 30 were added. Otherwise the process stops until
the performance metric of the enterprise 40 decreases, at
which point the process is repeated.

Generally in the above process, the VNVM 70 will pur-
chase an additional virtual machine 30 to be used for the
middlebox 54 if the increase in performance metric is above
a predetermined threshold, for example, expressed in
requests per second. This predetermined threshold may thus
establish whether it is justified to purchase additional virtual
machines 30. It will be appreciated that other performance
metrics may be employed including, for example, request
response times, number of simultaneous application sessions
served or the like. Scaling may also terminate early if adding
more middleboxes would exceed a budget limit for the pur-
chase of virtual machines. The search space for the heuristic
is limited by the fact that it may start with the current con-
figuration of the topology of the network 58 and explore one
dimension at a time, that is, the scaling of one type of middle-
box 54. With a typically more complex topology of network
58, the recording of the performance metrics by the VNVM
will result in a data space map 80 in multiple dimensions N
equal to the number of middleboxes 54. A variety of different
optimization techniques, including the greedy heuristic
described above may be used. The centralized control of the
VNVM 70 and its ability to reconfigure the virtual network
connecting the virtual machines 30 allows this scaling pro-
cess to be conducted on a continuous basis automatically.

In some embodiments, the reconfiguration of middleboxes
54 will be triggered only occasionally at the times of changes
in the number of application machines 52.
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Scaling down of middle boxes occurs in a similar fashion,
beginning at the end of a series of middleboxes and working
in reverse, removing one middlebox at a time to see if a
significant drop in the metric occurs. If no significant drop in
the metric occurs, then the middlebox instance may be dis-
carded, otherwise it is re-added to the topology and the pro-
cess moves to the previous middlebox in the series. To prevent
aconstant loop of scaling up and scaling down, the scaling up
and scaling down procedures are repeated only after a prede-
termined delay time.

When additional middleboxes 54 are instantiated, dividing
network data among the virtual machines 30a and 305 for the
duplicated middleboxes 54 can be performed by the VNVM
70 by programming splitter distribution points 76 into the
network 58. These splitter distribution points 76 do not
require their own virtual machines 30 but may be imple-
mented by the programs 36 of the connected virtual machines
30 implementing the tunneling protocol. It is important that a
newly instantiated middlebox 54 used for accommodating a
dynamic load rapidly assume its portion of the load in order to
eliminate any bottleneck when the middlebox 54 is instanti-
ated for that purpose and/or during the heuristic measurement
process described above. In one embodiment, the division of
dataflow is implemented according to a weighted round-robin
approach. In this approach, for every new dataflow assigned
to the existing middlebox 54 in virtual machines 30q, two new
dataflows are assigned to the new middlebox 54 in newly
instantiated virtual machines 305. This weighted round-robin
allocation continues until the number of data flows assigned
to each instance of virtual machines 30q and virtual machines
305 is approximately equal and then a regular unweighted
round-robin is performed until the next scaling of an appli-
cation machine 52.

This unweighted round-robin distribution is shown gener-
ally in FIG. 8 where middlebox instances 54a-c evenly dis-
tribute traffic to middle box instances 54d-g. In this case,
where middlebox instances 54a, 545, 54d, and 54e are in a
first rack 124, and middlebox instances 54¢, 54f and 54g are
in a second rack 125, significant inter-rack traffic 86 is gen-
erated, generally slowing the response of the system. Thus for
example, if N data flows arrive at each of the middle boxes
54a-c, each of the middle boxes 54d-f under this scheme
receive 3N/4 data flows and the traffic between racks equals
3N/2. This approach may be implemented without access to
the internal configuration of the cloud.

Referring now to FIG. 9, a network-aware flow distribution
provides a weighting of the distribution so that middleboxes
in a given rack prefer routing to other devices in the rack. In
this example, each of the middleboxes 54d-f may still receive
3N/4 data flows but the traffic between racks equals N/2.
Optimizing this weighting system can be done in a number of
ways including linear programming which incorporates the
relative costs of inter-rack communication.

Referring now to FIGS. 1 and 7, the present invention
contemplates that the VNVM 70 may further optimize the
delivery of services to enterprise 40 by controlling the place-
ment of virtual machines 30 into particular locations on the
network 17 to generally collect certain virtual machines 30
into given sub-networks, it being understood that communi-
cations within sub-networks are faster and less prone to con-
gestion than communication across sub-networks. By con-
solidating some virtual machines 30 and their associated
middleboxes 54 and application machines 52 in particular
racks 12, for instance, the necessity of traversing multiple
switches 18, 22 and 26 may be avoided.

In this regard, the VNVM 70 may make use of the user-
specified topology of network 58 (implemented by the script
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configuration program 73) as well as information regarding
the input and output traffic ratio of any middlebox 54 (that is
the inherent compression performed by the middlebox 54)
and the likelihood that the middlebox will need to be scaled in
the future (such as may be determined by historical data
collected by the VNVM 70 or as may be input by the user).
The input and output traffic ratio reflects, for example, the
decrease in output traffic from a WAN optimizer compared to
its input traffic.

The placement optimization implemented by VNVM 70
may work by first determining how to cluster virtual
machines 30 of the enterprise 40 so that most of the commu-
nication resides within a few racks. The placement optimiza-
tion starts with a single cluster that contains all N virtual
machines 30 of the enterprise 40. If any rack 12 in the cloud
computing facility 10 has unused capacity on the severs 14 in
the rack 12 for at least N virtual machines 30, then all of the
virtual machines 30 of the enterprise 40 are placed on the
servers 14 in the rack 12. If no rack 12 in the cloud computing
facility 10 has unused capacity for N virtual machines, then
the single cluster is split into two clusters of size N; and N,
using a min-cut algorithm. If any two racks 12 each have
unused capacity for at least N; and N, virtual machines 30,
then the virtual machines 30 of the enterprise 40 are placed in
the two racks 12 based on the clustering. If no two racks 12
have sufficient capacity, then the virtual machines 30 of the
enterprise 40 are split into a larger number of clusters. The
process is repeated until the virtual machines 30 of the enter-
prise 40 are split into K clusters using a K-min-cut algorithm
and placed into K racks 12.

The scaling factor is used to restrict the number of virtual
machines 30 that can be placed on a single rack so as to
reserve space for future scaling. When the virtual machines
30 must be divided into K clusters, where K is greater than
one, and more than one rack has sufficient capacity to hold the
virtual machines in one of the K clusters, a rack is chosen that
minimizes the number of switches 22 and 26 that traffic needs
to cross to reach the racks where the other clusters are located.
As new middlebox instances are formed (resulting in the
instantiation of new virtual machines 30) they can be placed
in the rack 12 according to the similar criteria and to minimize
inter-rack traffic through switches 22 and 26 and generally
traffic that needs to cross sub-networks. Generally, if the new
middlebox instance can be placed in the same rack 12 that
holds the virtual machines 30 providing its input and receiv-
ing its output, this is done. However if the input and output
virtual machines 30 exist in separate racks 12, the new virtual
machine 30 is placed according to its input and output ratio;
that is, if the ratio is greater than one, the new virtual machine
30 would be placed in the same rack as the input virtual
machine 30 and otherwise would be placed in the same rack
as its output virtual machine 30.

Cloud providers normally do not provide direct control
over placement of newly instantiated virtual machines 30 and
in such cases the VNVM 70 attempts to indirectly influence
placement of the new virtual machines 30 by allocating vir-
tual machines 30 of the same size when it is desired that the
new virtual machines 30 be placed in the same rack 12, and
allocating virtual machines 30 in different sizes when it is not
desired that they be placed in the same rack 12. In addition,
virtual machines 30 that are intended to be placed in the same
rack 12 may be instantiated or launched at about the same
time to be more likely to be placed nearby. Conversely virtual
machines 30 that are intended to be separated may be
launched at different times.

Certain terminology is used herein for purposes of refer-
ence only, and thus is not intended to be limiting. For
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example, terms such as “upper”, “lower”, “above”, and
“below” refer to directions in the drawings to which reference
is made. Terms such as “front”, “back”, “rear”, “bottom” and
“side”, describe the orientation of portions of the component
within a consistent but arbitrary frame of reference which is
made clear by reference to the text and the associated draw-
ings describing the component under discussion. Such termi-
nology may include the words specifically mentioned above,
derivatives thereof, and words of similar import. Similarly,
the terms “first”, “second” and other such numerical terms
referring to structures do not imply a sequence or order unless
clearly indicated by the context.

When introducing elements or features of the present dis-
closure and the exemplary embodiments, the articles “a”,
“an”, “the” and *“said” are intended to mean that there are one
or more of such elements or features. The terms “compris-
ing”, “including” and “having” are intended to be inclusive
and mean that there may be additional elements or features
other than those specifically noted. It is further to be under-
stood that the method steps, processes, and operations
described herein are not to be construed as necessarily requir-
ing their performance in the particular order discussed or
illustrated, unless specifically identified as an order of perfor-
mance. It is also to be understood that additional or alternative
steps may be employed.

References to “a machine” and “a virtual machine” or “a
computer” and “a processor,” can be understood to include
one or more virtual machines or underlying processors that
can communicate in a stand-alone and/or a distributed envi-
ronment(s), and can thus be configured to communicate via
wired or wireless communications with other processors,
where such one or more processor can be configured to oper-
ate on one or more processor-controlled devices that can be
similar or different devices. Furthermore, references to
memory, unless otherwise specified, can include one or more
processor-readable and accessible memory elements and/or
components that can be internal to the processor-controlled
device, external to the processor-controlled device, and can
be accessed via a wired or wireless network.

It is specifically intended that the present invention not be
limited to the embodiments and illustrations contained herein
and the claims should be understood to include modified
forms of those embodiments including portions of the
embodiments and combinations of elements of different
embodiments as come within the scope of the following
claims. All of the publications described herein, including
patents and non-patent publications, are hereby incorporated
herein by reference in their entireties.

What we claim is:

1. A computing system comprising a plurality of network
connected computers implementing virtual machines and
controlled by a cloud application that dynamically allocates
virtual machines to different enterprises and monitors costs of
the virtual machines against an account for each enterprise;
the virtual machines for at least one enterprise including:

(1) application virtual machines executing software to
implement an application for the enterprise;

(2) middlebox virtual machines executing software enforc-
ing rules related to transport of data between application
virtual machines; and

(3) at least one virtual network virtual machine (VNVM)
executing software to dynamically control a virtual net-
work interconnecting the application virtual machines
and middlebox virtual machines;
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wherein the at least one VNVM:

(1) intercommunicates with the application virtual
machines and middlebox virtual machines to control a
flow of data therebetween;

(ii) monitors a performance metric of the enterprise to
request additional middlebox virtual machines from the
cloud application according to that monitoring; and

(iii) monitors a performance metric of the enterprise to
determine where among multiple locations to add addi-
tional middlebox virtual machines to the enterprise
according to that monitoring.

2. The computing system of claim 1 wherein the VNVM
controls the flow between application virtual machines and
middlebox virtual machines by inter-communicating with the
application virtual machines and middlebox virtual machines
to establish tunnels on the network therebetween.

3. The computing system of claim 2 wherein the tunnels are
between application virtual machines and middlebox virtual
machines.

4. The computing system of claim 2 wherein the tunnels are
between the VNVM and one of the application virtual
machines and middlebox virtual machines.

5. The computing system of claim 1 wherein the perfor-
mance metric is requests per second handled by at least one
application virtual machine.

6. The computing system of claim 1 wherein the VNVM
further monitors a performance metric of at least one appli-
cation virtual machine while changing a number of middle-
box virtual machines of a given type operating in parallel on
a path of data flowing to at least one application virtual
machine to determine where to increase a number of middle-
box virtual machines on the path to at least one application
virtual machine and adding middleboxes according to this
determination.

7. The computing system of claim 1 wherein the VNVM
intercommunicates with the application virtual machines and
middlebox virtual machines to provide a splitting of data
directed to multiple middlebox applications operating in par-
allel on a path of data flowing to at least one application
virtual machine, the splitting of data preferentially assigning
new data flows to a new middlebox until flows to the parallel
middleboxes are substantially equal.

8. The computing system of claim 1 wherein the plurality
of'network connected computers are connected in a hierarchy
of sub-networks and wherein the VNVM further

(iii) communicates with the cloud application to control
placement of the middlebox virtual machines in particu-
lar sub-networks according to at least one of:

(a) intended connections of middlebox virtual machines to
associated application virtual machines on the virtual
network so that middlebox virtual machines are close to
associated application virtual machines on a physical
network;

(b) predicted scaling required by middlebox virtual
machines so that middlebox virtual machines requiring
substantial future scaling are separated from other
middlebox virtual machines requiring substantial future
scaling; and

(c) a ratio of input to output traffic for middlebox virtual
machines so that middlebox virtual machines with a
high ratio are close to virtual machines providing input
to the middlebox virtual machine with a high ratio.

9. The computing system of claim 8 wherein the VNVM

controls placement of the middlebox virtual machines within
the sub-networks by at least one of:
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(a) encouraging placement of virtual machines in the same
sub-network by making the virtual machines the same
size; and

(b) encouraging placement of virtual machines in the same
sub-network by instantiating them at the same time.

10. A method of managing a plurality of network con-
nected computers implementing virtual machines and con-
trolled by a cloud application that dynamically allocates vir-
tual machines to different enterprises and monitors costs of
the virtual machines against an account for each enterprise;
the virtual machines for at least one enterprise including: (1)
application virtual machines executing software to imple-
ment an application for the enterprise; and (2) middlebox
virtual machines executing software enforcing rules related to
transport of data between application virtual machines; com-
prising the steps of:

(1) instantiating at least one virtual network virtual
machine (VNVM) executing software to dynamically
control a virtual network interconnecting the application
virtual machines and middlebox virtual machines; and

(2) operating the VNVM to intercommunicate with the
application virtual machines and middlebox virtual
machines to control the flow of data therebetween;

(3) using the VNVM to monitor a performance metric of
the enterprise to request additional middlebox virtual
machines from the cloud application according to that
monitoring; and

(4) using the VNVM to monitor a performance metric of
the enterprise to determine where among multiple loca-
tions to add additional middlebox virtual machines to
the enterprise according to that monitoring.

11. The method of claim 10 wherein the VNVM controls
the flow between application virtual machines and middlebox
virtual machines by inter-communicating with the applica-
tion virtual machines and middlebox virtual machines to
establish tunnels on the network therebetween.

12. The method of claim 11 wherein the tunnels are
between application virtual machines and middlebox virtual
machines.

13. The method of claim 11 wherein the tunnels are
between the VNVM and one of the application virtual
machines and metal box virtual machines.

14. The method of claim 10 wherein the performance met-
ric is requests per second handled by at least one application
virtual machine.

15. The method of claim 10 further including the steps of
using the VNVM to monitor a performance metric of at least
one application virtual machine while changing a number of
middlebox virtual machines of a given type operating in par-
allel on a path of data flowing to at least one application
virtual machine to determine where to increase a number of
middlebox virtual machines on the path to at least one appli-
cation virtual machine and adding middleboxes according to
this determination.

16. The method of claim 10 further including the step of
using the VNVM to intercommunicate with the application
virtual machines and middlebox virtual machines to provide
a splitting of data directed to multiple middlebox applications
operating in parallel on a path of data flowing to at least one
application virtual machine, the splitting of data preferen-
tially assigning new data flows to a new middlebox until flows
to the parallel middleboxes are substantially equal.

17. The method of claim 16 wherein the network connected
computers are held in different racks and wherein the splitting
of data preferentially assigns data flows to reduce datatlows
passing between different racks.
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18. The method of claim 10 wherein the plurality of net-
work connected computers are connected in a hierarchy of
sub-networks and further including the step of:

(4) using the VNVM to communicate with the cloud appli-
cation to control placement of the middlebox virtual
machines in particular sub-networks according to at
least one of:

(a) intended connections of middlebox virtual machines to
associated application virtual machines on the virtual
network so that middlebox virtual machines are close to
associated application virtual machines on the physical
network;

(b) predicted scaling required by middlebox virtual
machines so that middlebox virtual machines requiring
substantial future scaling are separated from other
middlebox virtual machines requiring substantial future
scaling; and

(c) a ratio of input to output traffic for middlebox virtual
machines so that middlebox virtual machines with a
high ratio are close to virtual machines providing input
to the middlebox virtual machine with a high ratio.

19. The method of claim 18 wherein the VNVM controls
placement of the middlebox virtual machines within the sub-
networks by at least one of:

(a) encouraging placement of virtual machines in the same
sub-network by making the virtual machines the same
size; and

(b) encouraging placement of virtual machines in the same
sub-network by instantiating them at the same time.

#* #* #* #* #*
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